网络信息安全第一次上机实验报告
专业班级：计算机zsb2503学号：
姓名：

实验一 ：网络协议分析工具Wireshark
一 实验目的（以下字体均要求宋体小四）
二实验原理
三 实验设备
四 实验内容
1. 用Wireshark观察ARP协议以及ping命令的工作过程：（均截图表示） 
（1）用“ipconfig”命令获得本机的MAC地址和IP地址； 
[image: ]
（2）用“arp”命令清空本机的缓存； 
[image: ]
（3）运行Wireshark，开始捕获所有属于ARP协议或ICMP协议的，并且源或目的MAC地址是本机的包（截wireshark图）
[image: ]
（4）在Capture Filter中输入过滤规则：ether host 00:21:5D:1F:0A:C6 and arp or icmp；在命令行中输入命令ping 192.168.8.254, 用Wireshark所观察到的执行时网络上出现的现象。（截wireshark图）
[image: ]
2. 用Wireshark观察tracert命令的工作过程：
执行“tracert -d www.dlut.edu.cn” ，记录使用Wireshark所观察到的现象并截图记录
[image: ]
3. 用Wireshark观察TCP连接的建立过程和终止过程：
（1）在Windows命令行窗口中执行命令 “telnet bbs.dlut.edu.cn”，登录后再退出。启动Wireshark, 配置过滤规则为捕获所有源或目的是本机的Telnet协议中的包，捕获Wireshark所观察到的现象。
（2）根据Wireshark所观察到的现象捕获TCP三次握手的连接建立过程； 
（3）根据Wireshark所观察到的现象捕获TCP的连接终止过程；
（4）启动Wireshark, 配置过滤规则为捕获所有源或目的是本机的Telnet协议中的包（提示：Telnet使用的传输层协议是TCP，它使用TCP端口号23）；即 将Wireshark中的Capture Filter的过滤规则为：
host 192.168.8.102 and tcp port 23;而后在命令行中输入
telnet bbs.dlut.edu.cn或者telnet byhh.hust.edu.cn，进入bbs之后退出bbs，捕获Wireshark所观察到的现象。
[image: ]
4.用Wireshark观察使用DNS来进行域名解析的过程：
（1）在Windows命令窗口中执行命令“nslookup↙”，进入该命令的交互模式；同时捕获Wireshark所观察到的现象。
（2）在提示符“>”下直接键入域名www.dlut.edu.cn，解析它所对应的IP地址；
（3）启动Wireshark, 配置过滤规则为捕获所有源或目的是本机的DNS协议中的包（提示：DNS使用的传输层协议是UDP，它使用UDP端口号53）；即 将Wireshark的Capture Filter过滤规则为：host 192.168.8.102（本机IP） and udp port 53，捕获Wireshark所观察到的现象。
[image: ]
[bookmark: _Toc292798558]实验二：Windows下IPSec VPN实验
一 实验目的（以下字体均要求宋体小四）
二 实验原理
三 实验内容（均截图表示）
1. 本地主机 ping IP地址 –t 查看连接状态
[image: ]
2. 在运行ping的同时，右键点击新建的IP安全策略，选择指派，查看ping程序运行状态
[image: ]
3. 对两台机器同时指派，查看ping状态。
[image: ]
4. 指派后，开启协议分析软件，查看双方加密的交互过程，捕获Wireshark所观察到的现象。
[image: ]
image4.png
d Capturing from LIAPA (ether host 6C-02-E0-6A-A7-03 and arp o icmp)  [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1.12)] -
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@ 4dm - RIEN BB aaaf @#®@mx

Fiker Expression... Clear Apply Save

Destination Protocol Length Info
unreachable unreachable)
unreachable unreachable)
unreachable (Port unreachable)
unreachable (Port unreachable)
unreachable (Port unreachable)
unreachable (Port unreachable)
unreachable (Port unreachable)
unreachable (Port unreachable)
unreachable (Port unreachable)
unreachable (Port unreachable)
unreachable (Port unreachable)

who has 59.68.133.249? Tell 59.68.133.210
59.68.133.249 is at 6C:02:e0:6a:4f:f4

2183060 6 roadcast 42 who has 59.68.133.2097 Tell 59.68.133.210
4.2192760 0 :02:e0:6a:a7 59.68.133.200 is at 00:74:9c:fd:af:7b
14.2192880 59. 68. .68.133.209 Echo (ping) request x0001, /1280, tt1=128 (reply in 21)
14.2203870 6c:02:€0: : :02:e0:62:a7:03 59.68.133.200 is at :29:02
14.2212650 59.68.133. .68.133.210 Echo (ping) reply X0001, /1280, (request in 19)
15.2201120 59.68.133. .68.133.209 Echo (ping) request X0001, /1536, (reply in 23)
15.2213780 59.68.133. .68.133.210 Echo (ping) reply X0001, 5eq=6/1536, (request in 22)
15. 2460250 133, 9.68.133. Destination unreachable (Port unreachable)
E 9 E unreachable (Port unreachable)
16.2227670 59. 68.133. .68.133. Echo (ping) request 1d-0x0001, seq=7/1792, Creply in 27)
16. 2247110 59. 68.133. .68.133. Echo (ping) reply _ 1d-0x0001, seq=7/1792, (request in 26)
17.1107320 133, 9.68.133. E unreachable (Port unreachable)
17.2251520 59. 68.133. .68.133. Echo (ping) request 1d-0x0001, Seq=8/2048, (no response found!)
17.2270960 59. 68.133. .68.133. Echo (ping) reply _ 1d-0x0001, 5eq=8/2048, (request in 29)
E unreachable (Port_unreachable)
who has 59.68.133.2107 Tell 59.68.133.209 (duplicate use of 50.68.133.209 detected!)
59.68.133.210 is at 6c:02:e0:6a:a7:03 (duplicate use of 59.68.133.209 detected!)
3251310 59. 68. 133, stination unreachable (Port unreachable)
20.4288640 59, 68.133. 133, Stination unreachable (Port unreachable)
713704840 50. 68. 133210 Destination unreachable (Port unreachable)

Frame 1: 113 bytes on wire (904 bits), 113 bytes captured (904 bits) on interface 0
Ethernet IT, Src: 6c:02:e0:6a:4f:f4 (6c:02:e0:6a:4F:f4), Dst: 6c:02:e0:6a:a7:03 (6c:02:e0:6a:a7:03)
Internet Protocol version 4, src: 59.68.133.249 (59.68.133.249), Dst: 59.68.133.210 (59.68.133.210)
Internet Control Message Protocol

0000 6c 02 €0 6a a7 03 6C 02 0 6a 4f 4 08 00 45 00
0010 00 63 OF 41 00 00 80 01 a9 05 3b 44 85 9 3b 44
0020 85 d2 03 03 7f 95 00 00 00 00 45 00 00 47 7 d3

0030 00 00 80 11 cO 7e 3b 44 85 d2 3b 44 85 f9 e5 ad D .
0040 12 c9 00 33 Ic 46 4e 49 50 51 00 00 01 00 OF 00 .I}3FNI Pal...ll .
© [ [LA: <live capture in progress> Fle: .. | Packets: 36 - Displayed: 36 (100.0%) SERI IR T

19:25
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d Capturing from LUAP (icmp)  [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1.12)] -
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

e®4am XZ|QWe D EB aaaf @#@®x

Fiker Expression... Clear Apply Save

No. Protocol Length Info
unreachable (Port unreachable)
8929830 133, 133, unreachable (Port unreachable)
7941430 133, 133, E unreachable (Port unreachable)
2539900 59. 68.133. .118. 66. Echo (ping) request i 1/15616, ttl=1 (no response
2549210 133, 133 Time-to-1ive exceeded (Time to live exceeded in transit)
2552560 59. 68.133. .118. 66. Echo (ping) request i 2/15872, ttl=l (no response
2559970 133, 133 Time-to-1ive exceeded (Time to live exceeded in transit)
2564960 59. 68.133. - 66. Echo (ping) request 1d-0x0001, 5eq=63/16128, ttl=1 (no response
2573030 133, 133, 34 Time-to-1ive exceeded (Time to 1ive exceeded in transit)
7175150 133, E Stination unreachable (Port unreachable)
2586810 59. 68.133. Echo (ping) request 1d-0x0001, seq=64/16384, ttl=2 (no response
2622560 158, 133 Time-to-1ive exceeded (Time to live exceeded in transit)
2627190 59. 68.133. Echo (ping) request i 5/16640, Tt1=2 (no response
2646110 158, 133 Time-to-1ive exceeded (Time to live exceeded in transit)
2648540 59. 68.133. 2 Echo (ping) request i 6/16896, Tt1=2 (no response
- 2697430 158, 133, Time-to-live exceeded (Time to live exceeded in transit)
7001570 133, 133210 Destination unreachable (Port unreachable)
2674590 59. 68.133. 2.118. 66. 66 Echo (ping) request i 7/17152, ttl=3 (no response
. 8245150 133, 133, s unreachable (Port_unreachable)
8067230 133, 133, Destination unreachable (Port unreachable)
6838040 133, E = unreachable (Port unreachable)
2255210 59. 68.133. 2 Echo (ping) request i 8/17408, Tt1=3 (no response
. 7294290 133, 5 Destination unreachable (Port unreachable)
5706500 133, 133, s unreachable (Port unreachable)
6539500 133, 133, s unreachable (Port unreachable)
Destination unreachable (Port unreachable)
7873920 133, 133, E unreachable (Port unreachable)
5062720 133, 133, E unreachable (Port unreachable)
2260180 59. 68.133. 2 Echo (ping) request 1d-0x0001, 5eq=69/17664, Ttl=3 (no response
. 7270040 133, 133, s unreachable (Port_unreachable)
unreachable (Port unreachable)
E E Destination unreachable (Port unreachable)
2264660 59. 68.133. .118. 66. Echo (ping) request i 0/17920, ttl=4 (no response
2290350 101.4.114. B Time-to-1ive exceeded (Time to live exceeded in transit)
2293310 59. 68.133. 2 Echo (ping) request 1d-0x0001, seq=71/18176, ttl=4 (no response
315740 101.4.114. 133 Time-to-1ive exceeded (Time to live exceeded in transit)
2320440 59. 68.133. 2 Echo (ping) request i 2/18432, ttl=4 (no response
-2346160101.4.114. 133, Time-to-live exceeded (Time to live exceeded in transit)
2989540 50. 68.133. 133, Stination unreachable (Port unreachable)
2342990 59. 68.133. 210 202.118. 6. 66 106 Echo_(ping) request 1d-0x0001, seq=73/18688, ttl=5 (no response

Frame 1: 113 bytes on wire (904 bits), 113 bytes captured (904 bits) on interface 0
Ethernet IT, Src: 6c:02:e0:6a:4f:f4 (6c:02:e0:6a:4F:f4), Dst: 6c:02:e0:6a:a7:03 (6c:02:e0:6a:a7:03)
Internet Protocol version 4, src: 59.68.133.249 (59.68.133.249), Dst: 59.68.133.210 (59.68.133.210)
Internet Control Message Protocol

0000 6c 02 €0 6a a7 03 6C 02 eQ 6a 4F f4 08
0010 00 63 11 02 00 00 80 OL a7 44 3b 44 85 9 3b 44
0020 85 d2 03 03 7f 95 00 00 00 00 45 00 00 47 fc 12 s
0030 00 00 80 11 bc 3f 3b 44 85 d2 3b 44 85 f9 e5 ad 7D .
0040 12 c9 00 33 1c 46 4e 49 50 51 00 00 01 00 OF 00 3IFNI PO

© [ [LA: <live capture in progress> Fle: .. | Packets: 76 - Displayed: 76 (100.0%) SERI IR T
=

4500 1
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A Capturing from LIKT (host 50.68.133.210 and tcp port 23)

[Wireshark 1124 (v1.12.4-

gb4861da from master-1.12)] —

Ele Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
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0.00000000 59. 68. 133. 210
0.99993700 59. 68.133. 210
300091700 59. 68.133. 210
7.00121000 59. 68.133. 210
15.0013020 59. 68.133. 210
56.5509740 59. 68.133. 210,
57.5515580 50. 68.133. 210
50.5521270 50. 68.133. 210
63. 5526100 59. 68.133. 210
71.5525820 59. 68.133. 210
411254696 59. 68.133. 210
412.255425 59. 68.133. 210
414255522 59. 68.133. 210
418.255531 50. 68.133. 210
426. 255930 50. 68.133. 210
432256150 59. 68.133. 210
433255604 59. 68.133. 210
435. 256015 50. 68.133. 210
439.256323 50. 68.133. 210
447256341 50. 68.133. 210
667.162397 59. 68.133. 210
667.184097 120.92.212.76
667.184166 59. 68.133. 210
667.212017.120.92.212.76

Expression,

Destination Protocol Length Info.

202.118.66. 5
202.118.66.5
202.118.66.5
202.118.66.5
202.118.66.5

202.114.0. 248
202.114.0. 248
202.114.0.248
202.114.0.248
202.114.0.248
3.33.243.145
3.33.243.145
EEERTERTE]
EEERTERTE]
EEERTERTE
15.197.204. 56
15.107.204. 56
15.107.204.56
15.107.204.56
15.107.204.56
120.92.212.76 Tcp
59.68.133.210 TP
120.92.212.76 Tcp
59.68.133.210 TELNET

667.216327 59. 68.133. 210
667.240437.120.92.212.76
667.240549 59. 68.133. 210
667.304658 120.92.212.76
667.304684 59. 68.133. 210
667.329117.120.92.212.76
667.747714120.92.212.76
667.747715120.92.212.76
667.747724 59. 68.133. 210
667.771767.120.92.212.76
667. 812377 59. 68.133. 210
740.066319 59. 68.133. 210
740.090485 120. 92.212.76
740.090487 120. 92.212.76

120.92.212.76 TELNET
59.68.133.210 TELNET
120.92.212.76 TELNET
59.68.133.210 Tcp
120.92.212.76 TELNET
59.68.133.210 Tcp
59.68.133.210 TELNET
59.68.133.210 TELNET
120.92.212.76 Tcp
59.68.133.210 TELNET
120.92.212.76 Tcp
120.92.212.76 TP
59.68.133.210 TELNET
59.68.133.210 Tcp

64006-23 [SYN] Seq-0 Wil
[TCP_Retransmission] 64006-23 [SYN] S
[TcP_Retransmission]
[TcP_Retransmission]

[TcP Retransmission]

64026-23 [SYN] Se
[icP_Retransmission]
[TcP_Retransmission]
[TcP_Retransmission]

[TcP Retransmission]

64360-23 [SYN] Sea:
[icP_Retransmission]
[TcP_Retransmission]
[TcP_Retransmission]

[TcP Retransmission] 6436023 [
64368-23 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 Wt
[icP_Retransmission]

[TcP_Retransmission]

[TcP_Retransmission]

[TCP Retransmission] 64368-23 [

64465-23 [SYN] Win-64240 Len-0 S5~

23-64465 [SYN, i SACK_PERM=1
64465-23 [ACK]

Telnet pata ...

Telnet pata ...

Telnet pata ...

Telnet Data ...

23-64465 [ACK] Seq-25 Ack=17 Win-14848 Len-0

Telnet Data ...

23-64465 [ACK] Seq-25 Ack=38 Win-14848 Len-0

Telnet pata ...

Telnet Data ...

64465-23 [ACK] Seq-38 Ack=2073 Win=262400 Len=0

Telnet Data ...

64465-23 [ACK] Seq-38 Ack=2886 Win-261632 Len=0

64465-23 [FIN, ACK] Seq=38 Ack=2886 Win=261632 Len=0

Telnet Data ...

23-64465 [FIN, ACK] 5eq=2889 Ack=39 W

14848 Len=0

@ Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
® Ethernet IT, Src: 6c:02:e0:6a:a7:03 (6C:02:e0:6a:a7:03), Dst: 00:74:9c:fd:af:7b (00:74:9c:fd:af:7b)
@ Internet Protocol version 4, src

0000
0010
0020
0030
0040

00 74 9¢ fd af 7b 6c 02
00 34 do 77 40 00 80 06
42 05 fa 06 00 17 30 95
fa £0 cd b8 00 00 02 04
04 02

© 1 |LUAHi: <live capture in progress-> File:

€0 6a
00 00
0 22
05 ba

a7 03 08 00 45 00
3b 44 85 d2 ca 76
00 00 00 00 80 02
01 03 03 08 01 01

Packets: 40 - Displayed: 40 (100.0%)

59.68.133.210 (59.68.133.210), Dst: 202.118.66.5 (202.118.66.5)

ERIO-EN ]
1952 gy
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£ Capturing from IR (host 59.68.133.210 and udp port 53) [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1.12)] -
Ele Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
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Expression... Clear Apply Save

Destination Protocol Length Info

1 2 Unknovin (
2 0.00020700 59. 68.133. 210 219.140. 64.132 NS 71 standard query Oxb3ab A track.uc.

30.00121500 219.140.64.132 59.68.133.210 NS 167 standard query response Oxd8e2 CNAME track.ucdns.uc.cn

410.00390300 219.140. 64.132 59.68.133.210 NS 241 standard query response Oxb3ab CNAME track.ucdns.uc.cn A 123.182.50.250 A 123.182.51.94 A 123.182.51.196 A 106.8.130.78 A 106.8.130.149 A 123.182.50.159

5 3.75288700 59. 68.133.210 219.140. 64.132 NS 73 standard query 0x2641 Unknown (65) gn.mmstat.com

6 3.75301900 59. 68.133.210 219.140. 64.132 NS 73 standard query 0x5554 A gm.mmstat.com

7 3.75443900 219.140. 64.132 59.68.133.210 NS 456 standard query response 0x5554 CNAME gm.mmstat.com. gds.alibabadns. com CNAME gm-vé.mmstat.com CNAME gn-v6.mmstat.com.gds.alibabadns.com A 58.221.74.11

8 3.75759400 219.140.64.132 59.68.133.210 NS 203 standard query response 0x2641 CNAME gn.mmstat.com.gds.alibabadns. com CNAME gn-v6.mmstat.com CNAME gm-v6.mmstat.com. gds. alibabadns. com

9 10.9070510 59. 68.133.210 218.199.144.8 NS 88 standard query 0x96c2 A msedge. api.cdp. microsoft. com

10 10. 9086010 218.199.144. 8 59.68.133.210 NS 442 standard query response 0x96c2 CNAVE api.cdp.microsoft.com CNAME glb.api.prod. dcat. dsp. trafficmanager.net A 135.232.92.34

11 12.3658200 59. 68.133. 210 218.199.144.8 NS 101 standard query Ox87ed A msedge.b.tlu.d1.delivery.mp. microsoft. con

12 12.3678180 218.199.144.8 59.68.133.210 NS 478 standard query response 0x87ed CNAME star.b.tlu.dl.delivery.mp.microsoft. con. delivery.microsoft.com CNAVE cdp-f-tlu-net.trafficmanager.net CNAVE wildcard.f.tlu.dl.delive
13 15.1984870 59. 68.133. 210 218.199.144.8 NS 81 standard query 0x60F9 A config. edge. skype. com

14 15.2244600 59. 68.133. 210 219.140. 64.132 NS 81 standard query 0x60F9 A config. edge. skype. com

15 15.2262450 219.140. 64.132 59.68.133.210 NS 554 Standard query response 0x60F9 CNAME config. edge. skype. com. trafficmanager.net CNAME mira.config. skype.com CNAME svc.ha-teams.office.com CNAME teams-mrc-ww-acdcatm, traffi
16 15.2817910 218.199.144.8 59.68.133.210 NS 494 standard query response Ox60f9 CNAME config. edge. skype. com. trafficmanager.net CNAME mira.config.skype.com CNAME svc.ha-teams.office.com CNAME teams-mrc-ww-acdcatm. traffi
17 17.1964620 59. 68.133. 210 219.140. 64.132 NS 75 standard query Ox1bed unknown (65) api.qianwen.com

18 17.1966350 59. 68.133. 210 219.140. 64.132 NS 75 standard query Oxe43e A api.qianwen.com

1917.1975240 219.140. 64.132 59.68.133.210 NS 2905 standard query response Ox1be9 CNAME beijing.tfe.alibaba-clould.alibabacorp. com CNAME beijing. tfe.alibaba-clould.alibabacorp. con. gds.alibabadns. com CNAVE bj-static.tfe.a
20 17.2005400 219.140. 64.132 59.68.133.210 NS 536 Standard query response Oxe43e CNAME beijing.tfe.alibaba-clould.alibabacorp.com CNAME beijing. tfe.alibaba-clould. alibabacorp. con. gds. alibabadns. com CNAME bj-static.tfe.a
21 22.6325500 59. 68.133.210 218.199.144.8 NS 91 standard query 0x2ca2 A dc.applicationinsights. azure.cn

22 22.6576020 59. 68.133.210 219.140. 64.132 NS 91 standard query 0x2ca2 A dc.applicationinsights. azure.cn

23 22.6596310 219.140. 64.132 59.68.133.210 NS 537 standard query response 0x2ca2 CNAME global.in.ai.monitor.azure.cn CNAME global.in.ai.privatelink.monitor.azure.cn CNAME dc.trafficmanager.cn CNAVE chinaeast3-global.in.

24 22.7183670 218.199.144. 8 59.68.133.210 NS 537 standard query response 0x2ca2 CNAVE global.in.ai.monitor.azure.cn CNAME global.in.ai.privatelink.monitor.azure.cn CNAME dc.trafficmanager.cn CNAVE chinaeast3-global.in.

25 35.4382650 59. 68.133.210 218.199.144.8 NS 86 standard query 0x0001 PTR 8.144.199.218.1n-addr.arpa

26 35.4392690 218.199.144. 8 59.68.133.210 NS 208 standard query response 0x0001 PTR dns.wsyu.edu.cn

27 39.4614620 59. 68.133.210 218.199.144.8 NS 95 standard query Ox34ae unknown (65) optimizationguide-pa.googleapis. com

28 39.4615660 59. 68.133.210 218.199.144.8 NS 95 standard query 0xd931 A optimizationguide-pa. googleapis. com

29 39.4632310 218.199.144. 8 59.68.133.210 NS 152 standard query response Ox34ae

30 39.4632310 218.199.144. 8 59.68.133.210 NS 414 standard query response 0xd931 A 216.239.34.223 A 216.239.32.223 A 216.239.36.223 A 216.239.38.223

31 46.7315920 59. 68.133.210 218.199.144.8 NS 75 standard query 0x0002 A www. d1ut. edu.cn

32 46.7330490 218.199.144. 8 59.68.133.210 NS 221 standard query response 0x0002 A 202.118.66.66

33 46.7346530 59. 68.133.210 218.199.144.8 NS 75 standard query 0x0003 AAAA www. dTut. edu.cn

34 46.7360780 218.199.144. 8 59.68.133.210 NS 233 standard query response 0x0003 AAAA 2001:da8:a800:3::66

35 60.9105720 59. 68.133.210 218.199.144.8 NS 88 standard query Oxadas A msedge.api.cdp. microsoft. con

36 609120980 218.199.144. 8 59.68.133.210 oNs 330 Standard query response Oxada5 CNAME api.cdp.microsoft.com CNAME glb.api.prod. dcat. dsp. trafficmanager.net A 135.232.92.34

Frame 1: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface 0
Ethernet IT, Src: 6c:02:€0:6a:a7:03 (6C:02:€0:6a:a7:03), Dst: 00:74:9¢:fd:af:7b (00:74:9¢:fd:af:7b)
Internet Protocol Version 4, Src: 59.68.133.210 (59.68.133.210), Dst: 219.140.64.132 (219.140.64.132)
User Datagram Protocol, Src Port: 63439 (63439), DSt Port: 53 (53)

Domain Name System (query)

0000 00 74 9c fd af 7b 6c 02 €0 6a a7 03 08 00 45 00
0010 00 39 9 e6 00 00 80 11 00 00 3b 44 85 d2 db 8c
0020 40 84 7 cf 00 35 00 25 dd 5d d8 e2 01 00 00 OL
0030 00 00 00 00 00 00 05 74 72 61 63 6b 02 75 63 02
0040 63 6e 00 00 41 00 01
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& Capturing from IR (icmp or esp)  [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1.12)] - X

Ele Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Codm BEXRZ A+saTL | EEIQQAQD #@BX B

Fitter: Expression... Clear Apply Save

No.  Time Source Destination Protocal Length Info ~
37 12.0516850 59. 68.133. 210 59.68.133.200 esp 110 5P (SPI-OxC264ae42)
38 12.0538900 59. 68.133. 209 59.68.133.210 £sp 110 E5P_(SPI=0x8d271eb6)

39 12.4509500 59,68, 133,249 59.68.133. 210 Ickp L3 Destination unreachable (Portiunreachable) |
40 13.0539570 59. 68.133. 210 59.68.133.200 Esp 110 £5P (SPI-OxC264aed2)
41130565610 59. 68,133,200 59.68.133.210 £sp 110 E5P_(SPI=0x8d271eb6)

32133122610 59,68, 133,249 59.68.133.210 Ickp L3 Destination unreachable (Portiunreachable) |
43 14.0573480 59. 68.133. 210 59.68.133.200 Esp 110 £5P (SPI-OxC264aed2)
44 14.0592800 59. 68,133,209 59.68.133.210 £sp 110 E5P_(SPI=0x8d271eb6)

25 14.2331420 50,68, 133,249 59.68.133. 210 Ick L3 Destination unreachable (Portiunreachable) |
46 15.0593080 59. 68.133. 210 59.68.133.200 Esp 110 £5P (SPI-OxC264aed2)
47 15.0615850 59. 68,133,200 59.68.133.210 £sp 110 E5P_(SPI=0x8d271eb6)

28 151082970 59,68, 133,249 59.68.133.210 IckP L3 Destination unreachable (Portiunreachable) |
49 16. 0614060 59. 68.133. 210 59.68.133.200 Esp 110 £5P (SPI-OxC264aed2)
50 16.0636800 59. 68.133. 209 59.68.133.210 esp 110 5P (SPI-0x8d271eb6)
51 17.0639380 59. 68.133. 210 59.68.133.200 esp 110 5P (SPI-OxC264ae42)
52 17.0659680 59. 68.133. 209 59.68.133.210 £sp 110 E5P_(SPI=0x8d271eb6)

53 17.0815920 59,68, 133,249 59.68.133. 210 IckP L3 Destination unreachable (Portiunreachable) |
54 18.0665260 59. 68.133. 210 59.68.133.200 Esp 110 £5P (SPI-OxC264aed2)
55 18.0684600 59. 68. 133, 209 59.68.133.210 £sp 110 E5P_(SPI=0x8d271eb6)

56 18.1870740 50,68, 133,249 59.68.133.210 _ickp L3 Destination unreachable (Portiunreachable) |
57 19.0683570 59. 68.133. 210 59.68.133.200 Esp 110 £5P (SPI-OxC264aed2)
58 19.0703800 59. 68.133. 209 59.68.133.210 £sp 110 E5P_(SPI=0x8d271eb6)

59 19.3347180 50,68, 133,249 59.68.133. 210 IckP L3 Destination unreachable (Portiunreachable) |
60 20.0706750 59. 68.133. 210 59.68.133.200 Esp 110 £5P (SPI-OxC264aed2)
61 20.0729900 59. 68,133, 209 59.68.133.210 £sp 110 E5P_(SPI=0x8d271eb6)

62204992710 59,68, 133,249 59.68.133. 210 Ickp L3 Destination unreachable (Portiunreachable) |
63 21.0727260 59. 68.133. 210 59.68.133.200 Esp 110 £5P (SPI-OxC264aed2)
64 21.0753820 59. 68.133. 209 59.68.133.210 £sp 110 E5P_(SPI=0x8d271eb6)

65 214637520 50,68, 133,249 59.68.133. 210 IckP L3 Destination unreachable (Portiunreachable) |
66 22.0759440 59. 68.133. 210 59.68.133.200 Esp 110 £5P (SPI-OxC264aed2)
67 22.0783150 59, 68.133. 209 59.68.133.210 £sp 110 E5P_(SPI=0x8d271eb6)

68 22.403888050.68.133. 249 59.68.133. 210 IckP L3 Destination unreachable (Portiunreachable) |
69 23.0781210 59. 68.133. 210 59.68.133.200 Esp 110 £5P (SPI-OxC264aed2)
70 23.0803880 59. 68.133. 209 59.68.133.210 £sp 110 E5P_(SPI=0x8d271eb6)

71233641200 50,68, 133,249 59.68.133. 210 Ickp L3 Destination unreachable (Portiunreachable) |
72 24.0802310 59. 68.133. 210 59.68.133.200 Esp 110 £5P (SPI-OxC264aed2)
73 24.0825320 59. 68.133. 209 59.68.133.210 £sp 110 E5P_(SPI=0x8d271eb6)

74 24.2044090 50,68, 133,249 59.68.133. 210 IckP L3 Destination unreachable (Portiunreachable) |
75 25.0831990 59. 68.133. 210 59.68.133.200 Esp 110 £5P (SPI-OxC264aed2)
76 25.0854480 59, 68.133. 209 59.68.133.210 £sp 110 E5P_(SPI=0x8d271eb6)

Frame 1: 113 bytes on wire (904 bits), 113 bytes captured (904 bits) on interface 0
Ethernet IT, Src: 6c:02:e0:6a:4f:f4 (6c:02:e0:6a:4F:f4), Dst: 6c:02:e0:6a:a7:03 (6c:02:e0:6a:a7:03)
Internet Protocol version 4, src: 59.68.133.249 (59.68.133.249), Dst: 59.68.133.210 (59.68.133.210)
Internet Control Message Protocol

0000 6C 02 0 6a a7 03 6c 02 €0 6a 4T F4 08 00 45 00
0010 00 63 1d 8b 00 00 80 01 9a bb 3b 44 85 9 3b 44
0020 85 d2 03 03 7f 95 00 00 00 00 45 00 00 47 1a 52
0030 00 00 80 11 9e 00 3b 44 85 d2 3b 44 85 9 e5 ad b .
0040 12 €9 00 33 1c 46 4e 49 50 51 00 00 0L 00 OF 00 .l 3IFNI PQ....l .

© B [BioARE: <live capture in progress> File: C\ | Packets: 77 - Displayed: 77 (100.0%) SERIEEET
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£ Capturing from IR ((arp or icmp) and ether host 6C-02-E0-6A-A7-03) [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1.12)] -
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@ 4ma|B =]

Filter: Expression...

Destination Protocol Length_Info

5 3.49024400 6C:02: 6C:02:€0:6a:4F:F4 ARP 42 who has 59.68.133.2497 Tell 59.68.133.210
6 3.49287300 6C:02: e 6C:02:€0:6a:a7:03  ARP. 60 59.68.133.249 is at 6c:02:e0:6a:4f:f4

9 5.48971500 03 00:74:9c:fd:af:7b ARP 42 who has 59.68.133.2547 Tell 59.68.133.210
10 3.49051300 00+74 00 Fa:afi7b Go:02:20:6a:a7 03 ARk 60 59.68.133.254 is at 00:74:9c:fd:af:7b

16 10.8262600 6C:02:€0:6a:4F :T4 6C:02:€0:6a:a7:03 ARP 60 Who has 59.68.133.2107 Tell 59.68.133.249
17 10.8262740 6C:02:€0:6a:27:03 _6C:02:€0:6a:4f:f4_ARP 42 59.68.133.210 is at 6C:02:e0:6a:a7:03
_ 1811.015474059.68.133.249  59.68.133.210  ICMP 113 Destination unreachable (Port unreachabley 0000000000000 |
_ 1912.075228059.68.133.249  50.68.133.210  TCMP 113 Destination unreachable (Port unreachabley ]
_ 2012.037421059.68.133.249  50.68.133.210  ICMP 113 Destination unreachable (Port unreachabley ]
_ 2113.656302059.68.133.249  50.68.133.210  ICMP 113 Destination unreachable (Port unreachabley ]
_ 2215.659830059.68.133.249  50.68.133.210  ICMP 113 Destination unreachable (Port unreachabley ]
_ 2316.519094059.68.133.249  50.68.133.210  ICMP 113 Destination unreachable (Port unreachabley ]
_ 2417.580729059.68.133.249  50.68.133.210  ICMP 113 Destination unreachable (Port unreachabley ]
_ 2518.463389059.68.133.249  50.68.133.210  ICMP 113 Destination unreachable (Port unreachabley ]
___2619.610099059.68.133.249 ____50.68.133.210 ___TcvP___113 Destination unreachable (Port unreachable) __________________________________________________________________________________|

TG 15 1 (s o CIle (€00 [, 28 (716 Gopaney (€7 DE9) o N ere T
[ Ethernet II, Src: 6C:02:e0:6a:4f:f4 (6C:02:e0:6a:4F:F4), DSt: 6C:02:€0:6a:a7:03 (6C:02:€0:6a:a7:03)
 Intarnet Protoco] Version 4, Src: 59.68.133.249 (59.66.133.249), Det: 55.68.133.210 (59.65.133.310)
[ Internet Control Message Protocol

0000
0010
0020
0030
0040

O ¥/ Frame (frame), 113 bytes Packets: 26 - Displayed: 26 (100.0%) =

el R

2026/5/25




